[Ipunioxenne 2
K 00s3aTesbHON HHQOPMaLUK
JUIst pasMeLeH s Ha calite

NMHOPOPMALIMOHHAS TIAMSITKA
IS OBYHAIOIUXCS JUIA PASMEUIEHNSA
HA OONIIHAJIBHBIX UHTEPHET-PECYPCAX

C KaXIBIM TI'OZ0M MOJIOJICKU B MHTEPHETE CTaHOBUTLCS 0OJIbIE, @ IIKOJb-
HUKH OJIHW M3 CaMblX aKTHBHBIX NoJjb3oBareied Pynera. Mexay TeM, NOMHUMO
OIPOMHOI'0 KOJIMYECTBAa BO3MOXHOCTEH, HHTEPHET HeceT U NpobiieMbl. 'JTa namsiT-
Ka JI0JKHA ITOMOYb TeOe 0e3011acHO HAXOUNTLCS B CETH.

Komibiorepibie BUPYCsl

KoMiplotepHbiii BUPYC - 2TO PasHOBHAHOCTL KOMIILIOTEPHLIX NPOIpam,
OTIIHYUTENLHON ocoGenuoc*rmo KOTOPOH SIBJISCTCS CNIOCOOHOCTb K Pa3MHOXKCHHUIO.
B Jl0MoTHeH e K ITOMY, Bmpycm MOTYT [OBPEJIUTh WK NOJHOCTBIO YHHUTOXKHTE
Bce aHiibl M JaHHbIC, MTOKOHTPOIBHBIC MOJB30BATE/NIO, OT UMCHH KOTOpOro Obuia
3aMylleHa 3apakeHHas MporpaMma, a Takske IIOBPeAHUTL WK JaKe YHHUYTOXUTb
ONEPALMOHHYIO CHCTEMY €O BCeMH daiyiaMu B 11ejoM. B 00JbIIMHCTBE cilydaes
PacIIpOCTPAHSIIOTCS BUPYCHI 4CpEe3 MHTEpIIET.

MeTo/b! 3311 Thl 0T BPEJIOHOCHBIX [1POrpaMM:

[. Mcnonb3y#t coBpeMeHHBIE ONCPALHOHHBIE CHCTEMBl, HMCIOIIHE CEephe3-
HBLIA YPOBEHb 3aILHTLI OT BPEJJOHOCHBIX [IPOrpPaMM;

2. IMocrostHHo ycranapiubail trauty (LMQPOBbIE 3aAILIATKH, KOTOPbIE aBTO-
MAaTHYCCKH YCTaHaBINBaIOTCa ¢ LUC/IBLIO j.[()pél()O'I"KM IIpOI'paMMbl) n apyruve o0HOB-
Jenus cBoel onepalHoHnoi cucrembl. CKa4uBad HX TOJBKO ¢ OQHUHATBHOTO
caiita paspadorunka OC. Eciu CyIECTBYET PEXKUM aBTOMATUYECKOro 0OHOBJIE-
HHs, BIIIOYUH €170

3. Paborail Ha cBOeM KOMIBIOTEPE M0 [1paBaMy [10Jb30BATEN, & HE alMHU-
HUCTparopa,. DTO HC TIO3BOJUT 60511)1111/1“(,"1‘13)/ BPCAOHOCHLIX IPOIpAMM HHCTA LI~
poBaThCH Ha TBOEM I1EPCOHANIBHOM KOMIIBIOTEPC;

4. Mcnonbsyit anTUBUPYCHBIE NPOrPaMMHBIE MPOAYKTLI U3BECTHLIX TMPOU3-
BOAMTENICH, ¢ aBTOMATHYCeCKUM 0OHOBIICHHEM Das;

S. Orpanuub QHU3NYECKHI JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHHMX JIULL;

0. Mcrnonb3yd BHCIIHME HOCHTENM HHOpManuK, Takue Kak Jielika, JMCK
UK (Al U3 MHTEPHETA, TOJLKO U3 IIPOBCPEHHBIX MCTOYHHUKOB,

7. He orkpbiBail komnplorepHbie (Qansnl, 1oAydYenble U3 HeHaAKHbIX HC-
TOUHHKOB. [laxe Te dainnl, KoTOphIE MIpUCIal TBOA 3HAKOMBIH. Jly4lue yTo4uHu y
HEro, OTNPaBisl IH OH Tede ux.

Cern WI-FI

Wi-Fi - 9710 He BWJ repejladn Janubix, HE TeXHOJ0I S, 8 BCCro JMUIbL OpeH/,
mapka. Eme B 1991 rony Hugepianjckas KOMIIQHM 3aperucTpupoBaia OpeHu



"WECA", aro ob6o3uaudano ciosocoderanne "Wireless Fidelity", koropsiit nepe-
BOLMTCS Kak "GecrpoBoiHas TOHHOCTh".

o natero Bpemenu joua Jipyras abbpesuarypa, KotTopas SIBIseTCs TAKOH
ke TexHojorued. Jro abOpesuarypa "Wi-Fi'. Takoe nassanue ObUI0 AaHO C
HAMEKOM Ha CTaHuapT BeicUIeH 3ByKOBOH Texuuku Hi-Fi, uto B nepesose o3naua-
eT "BLICOKAs TOYHOCTS". .

Jla, becrimaTHbIE HHTEPHET-JA0CTYIL B Kade, 0TeisX ¥ adporoprax sABiseTcs
OTIAUYHON BO3MOKHOCTHIO BBIXOJA B MHTepHer. Ho MHOIrME 3KCIepThl CYUTALOT,
uto obwenoctyrnueie Wi-Fi cern He sinstiores Oe3onacHbIMu.

Coserpt 110 GeszonacHocTy paborsl B 00eA0CTy HBIX ceTsx Wi-fi:

I. He nepenasait cBoio jnunyto nHGopmanuio yepes obwegocrynusie Wi-Fi
cetu. PadoTast B HMX, ,KenaTeibHO HE BBOJAHTH HApOIM A0CTYNa, JOTHHLI U KaKue-
TO HOMEPA;

2. Mlcrionp3yit 1 oOHOBJISH aHTUBHPYCHBIC NTporpaMMbl H Opauamayep. Tem
cambiM Thl oBe3onacuins celds OT 3aKaukH BUPYyca Ha TBOE YCTPORCTBO;

3. Ipu ucnonvzopanun Wi-Fi otkmoun gysxuuo "O6uwmi joctyn K daki-
naM W npuaurepam”. JlaHnas QyHKUMs 38KpbiTa 1O YMOJIYAHMIO, OJHAKO HEKOTO-
pble NOJIL30BATEIIM AKTHBUPYIOT e¢ julst yo0cTBa UCIoilb30oBaHus B pabore i
yuede;

4. He wncnoup3yd 1yOosmunsit WI-FL g nepejaum JiMYHBLIX  [JAHHbIX,
HANPUMEDP JUISL BLIXOLA B CONMATILHLIC CETH HIIHM B DJIEKTPOHHYIO [10YTY;

5. Mcnoab3yi Tosbko sawmuentoe coequaenune yepes HTTPS, a ne HTTP,
.. ipu Habope BeG-aapeca BBoAM uMcHHO "hitps://"; A

6. B mo6usnbHoM Tenedone otkinoun Gyakuuio "Tlogwxmouenue x Wi-Fi as-
tomarudecku". He nonyckail aproMaTHuecKkoro noAxJHOYEeHUs YCTPOHCTBA K ce-
simM Wi-I'1 6e3 TBoero cornacus.

- CoumManbHble ceTu

COUHAILHBIC CCTH AKTUBHO BXO/AT B HALLY JKH3Hb, MHOI'ME JIIOAN PabOTAIOT
W KHBYT Tam nocrosnno, a 8 Facebook yxke saperucrpuponan MUILIHAP] YeJIOBEK,
4TO SIBJSCTCSH ONHOM ce/IbMOM BCex KuTeiel rianetbl. MHOTHE 110/1530BaTENH HE
[OHUMANT, 4TO HH(OpMalMs, pasMclleHHas UMH B COLMAJIBHBIX CETAX, MOXET
ObITh Haﬁacua 1 OHCI01b30BaHa KCM YIOJHO, B TOM YMCIIC HC ()65{33'1'@5[1:1’10 ¢ Gna-
UMK HAMEPEHHIMH.

OcHoBHbIE COBETDI 110 BE30MACHOCTH B COLHANBHDLIX CETX!

. Orpannus crmcox jpy3seit. Y 1ebs B Apy3bsX He JIOJIKHO ObITh Cllyda-
HBIX ¥ HE3HAKOMBIX JIOCH;

2. 3awmiuai CBOI YaCTHYIO XU3Hb. He ykaspisai rnapoiin, rejiedonsl, ajupe-
cd, JaTy TBOEI'D POXKACHUSA ¥ IPYIYIO JUYHYIO HHPOPMALHUIO. 3710yMbIIIICHHHUKY
MOTYT WCIIOJIB30BATEL JaKe HHPOPMALIMIO O TOM, KaK TLI ¥ TBOW PONHTETH [IAHH-~
pyere rnpoBecTH KaHHKYJIbl;

3. 3amuinail cBOIO peryTanuio - JIepKU ee B YHCTOTe W 3a4aBail cebe Bo-
npoc: xoTed Gbl Tbl, YTOOLI JAPYrUe NOJIL30BATE]IM BHACIH, 9TO Tl 3arpyxKaeils?
[Tojiymai, npewae 9em 4ro-10 olyOIMKOBATL, HANHCATL H 3aIDY3UTh;



4. Ecamn TBl rOBOpPHIIG C JIOJABMH, KOTOPLIX HE 3HACIIL, HE UCIONIB3YH CBOE
peabHOE UMS M APYTYIO JTAYHYI0O MHQOPMaLMU: UMS, MECTO KUTEIbCTBA, MECTO
yueOBl ¥ npoyee;

S. Usberaii pasmemenus gororpaduit 8 MuTepuere, rje Thl H300paxkeH Ha
MECTHOCTH, 10 KOTOPOH MOKHO ONPEAC/IHTb TBOE MECTOITON0XKEHHE,

6. I'lpu perucrpaliii B coUHaIbHONR ceTH HEOOX0AMMO HCII0Jb30BaTh CIOXK-
HbIC ApOJIH, COCTOsIHe U3 OYKB U LUGP ¥ ¢ KOJIMYCCTBOM 3HAKOB He MeHee §;

7. Jist CONMANBLHON CETH, MOYTHl H /IPYIHX CAATOB HEOOXOAMMO HCIONB30-
BaTh pasHbie 1apoiy. loraa eciau teds B310MaloT, TO 3J0YMBIILIEHHHKH TT10Jy4ar
JIOCTYTT TOJIBKO K OJIHOMY MECTY, @ HE BO BCe cpasy.

DAEKTPOHHBIC JCHBIM

DAEKTPOHHDIC JICHLIM - 3TO O4YeHb yJ00HbLIH crioco® naarexei, 0JHAKO Cy-
LIECTBYIOT MOIUCHHHKH, KOTOPbIE XOTAT NOJYHYHUTb YTH AEHbIH,

DACKTPOHHBIC JICHBI'M [TOSBHIINCH COBCEM HEJIABHO K UMEHHO M3-3a 3TOr0 BO
MHOIHX FOCYAapCTBaX 10 CUX IIOP HE [IPOIMCAHO [1PO HUX B 3aKOHAX.

B Poccun xe oHH QyHKUHOHHPYIOT M O HHUX YK€ [PONKUCAHO B 3AKOHE, I'/le
MX Pa3s[eNAlOT Ha HCCKOJIBKQ BHMJIOB - AHOHMMHBIC M HC aHOHHMHbIE. PasHuua B
TOM, YTO aHOHUMHBIC - 3TO T€, B KOTOPHIX pa3pelIacTcs NPOBOAUTE onepaunu 6e3
WICHTU(DUKAIIMHA [10J1b30BaTENIs, a B HCAHOHUMHBIX MICHTH(UKALMS 1T0JIb30BATENs
spisierTest 00s3aTesIbHOHN.

Taroke cieayer paziuyars MEKTPOHHBIC QUaTHBIE JACHBIH (paBHb! roCygap-
CTBEHHBIM BalIOTaM) M JICKTPOHHbIC HedHaTHble AeHbI'M (He paBHLI rocyjap-
CTBCHHBIM BajloTaM).

OCHOBHbIE COBETBI 110 HE30MACHOM PABOTE C WICKTPOHHBIMU JIEHbIAMMU:

1. Ipussxy x cyery MoOUIbHBIA TelieoH. DTo camblid y100HBIH H ObICT-
Dbl ¢r10cos BOCCTaHOBUTHL A0CTYN K cyeTy. puBsizanubiit resedoH nomoxer, ec-
au 3aldyjlelllb CBOM ILIATEXKHLIA 1apolib WM 3aijiells Ha CalT ¢ HEe3HAKOMOI'o
YCTpOHCTBA;

2. Ucnonb3yi opHopasoBsble napou. llocie nepexoaa Ha YCHIICHHYIO aBTO-
pr3auuto tede yxke He OyAeT yrpodkarh OldaCHOCTL KPaxH WK [1epexBarTa I1aTex-
HOIO 11apoJis;

3. Bpibepu citowubiii naponb. [lpecrynuukam OyluceT He NpocTo yraiarth
CJOKHBIA naposb. HajeKuble naposiu - 910 Naposiy, KOTOpble COJAEPIKaT He MEHee
§ 3HAKOB W BKIIOUAIOT B ceOsl CTPOUHBIC H NMPOTIHCHBIE OYKBLI, LU(PLI U HECKOJb-
KO CMMBOJIOB, TaKMe Kak 3HaK jojiapa, Qydra, BOCKIMUATEIbHDBIH 3HAK M T.IL
Hanpumep, $SIROng!:;

4. He BBOAKM CBOM JIMUHBIC JaHHBIC Ha calTax, KOTOPbIM HE JIOBEpSCUIb.

JieKTpoHHas noura

DACKTPOHHAS 1TOHTA - ITO TEXHOJOIHA M HPEJOCTABIACMBIC €O YCIIYTH 10
MEPECHUIKE U TOAYUEHUIO BJIEKTPOHHBIX COOOUIEHNI, KOTOPbIE PACIIpeelsioTcs B
KOMITBIOTEPHOI ceTr. OOBIYHO JCKTPOHHBIH IOYTOBLIH ALUIMK BBIMJISAUT CIICIY-
IoIuM 00pa3oM: UMsi_11oJib3oBaTensouma_aomena, Taxxke KpoMe repeiaqu rnpo-
CTOI'0 TEKCTa, UMEETCsl BOZMOKHOCTE nepejiasats Qaiiibl.

OcHoBHbIE COBETDI 110 Oe3011acHON PadoTE ¢ NICKITPOHHOR MOYTOH!



1. Hano BbiOpare npaBuiibHbIH MOYTOBBIA cepsuc. B HHTEpHETE €CTh
OrpOMHBIH BLIGOP GecIIaTHbLIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYYille JIOBEPSTH TEM,
KOI'0 3HACIIL ¥ KTO HEPBLIK B PEHTHHIE;

2. He ykaspizail B 1MUHOH novTe IMUHYI0 MHpOpMauuio. Hanpumep, stydine
BbIOpaTh "My3bIKaNbHLIA_danar@" wnu "poxk2013" smecro "remal3";

3. Mcnonp3yit ByX)TANHyIO aRROpH3alMIo. DTO KOTAa NOMHUMO IapoJs
HY>KHO BBOAWTL KO/, NPHCBLIaeMbId 1o SMS;

4. Boibepu croxHBIR Naposib. JJis KaxI0ro MouroBoro siKa A0KeH OblTh
CBOM HAJIEKHBIA, YCTOHUMBLIA K B3JIOMY 11ap0Jlib;

5. Ecin ecTh BO3MOXHOCTH HallMcarh caMOMYy CBOH JIMYHBIH BOIPOC, MC-
10JIB3YH 2TY BO3MOKHOCT;

6. Mcrnonb3yid HECKONbKO IMOYTOBLIX sSUKUKOB. llepBuiit Asst yacTHOH nepe-
MUCKH ¢ azpecaTamMu, KOTOPLIM Thl JIOBEPsEUlb. DTO JIEKTPOHHBIA aJlpec He HANO
MCIIOAL30BaTh IPH perucTpalliy Ha Gopymax u cairax;

7. He orkpbisail gaidibl ¥ jpyrde BAOXKEHMUS B [IMCLMAX, AAXe eC/Ih OHH
NPHIUIM OT TBOMX HApy3ed. Jlyule yTOYHH y HHX, OTHpaBisv Jd OHK Tede JTh
dainpl;

8. llocse okouuamms .p860'l‘bl HA [OYTOBOM CepBUCE Nepel 3aKpLITHEM
BKAQJIKK ¢ calTOM He 3adyjib Haxars Ha "Beridtu".

KubepOysuinHr mitd BUpTyaibHoe H3AeBATEbCTBO

KubepOynnuur - ripecienosanue coobILeHNsIMU, COlepKaLLUMU ocKoplIIe-
HUSI, arpecCHIo, 3allyI'HBaHue; XYJHUIaHCTBO; ColMalibioe BOHKOTHpOBAHHE C T10-
MOLIBIO PA3JIMYHBIX UHTEPHET-CEPBHCOB.

OcHoBHblE cOBETb 110 OopLie ¢ KHOepOyIUTHHIOM:

I. He Opocaiicst 8 6oi. Jlyuwiuii crioco6: nocoBeToBaThes Kak cebs BECTH H,
€C/M HET TOI0, K KOMY MOMKHO 00paTHUTbLCs, TO BHAdajle YCIOKOHTbCA. Eciau Tbl
Ha4YHellb OTBeYaTh ockopOienusiMu Ha ockopOileHus, TO TONbKO elle Oosblle
pa3oioKellb KOHPIUKT;

2. Ynpasiiail csoed kubeppenyraluei,

3. AHOHMMHOCTL B ceTH MHHMas. CyHIECTBYIOT CHOCOOBI BBIACHHTb, KTO
CTOMT 338 aHOHMMHBIM AKKAYHTOM,

4. He crour seern xysmranckuii obpas supryannbuol xusHu. HMurrepher
GuKcHpyer Bce TBOM JCHCTBMS M COXpaHsieT MX. YaaluTh MX Oyner xpalue 3a-
TPYAHHTCIILHO;

5. Cobinonait ¢BOKO BUPTYaIBHYIO YECTh CMOJIO/LY;

6. Urnopupyit eruuuunbiil seratus. O)HOPA30BbIe OCKOPOUTEIILHbIE CO0O-
IWEHHs Jiyylie uruopupoBarh. OOBIMHO arpeccus Npexkpailaercs Ha HadalbHOH
CTalUM;

7. ban arpeccopa. B nporpammax oOmMeHa MIHOBEHHLIMH COOOILIEHUSAMH, B
COLMAIBbHBIX CETSAX CCTh BO3ZMOXKHOCTL DJIIOKHPOBKH OTIIPABKH COODIUECHHH ¢ onpe-
JACJICHHBIX apecon;

8. Ecunt b1 cuuerens kxubepbysuiunra, TBou JeHCTBHS: BLICTYIIHTD 1IPOTUB
npeciieoBarens, NoKasarh eMy, 4TO ero AeACTBHS OUCHUBAIOTCH HCraTHBHO, 1101~
AEpIKATL HKEPTBY, KOTOPOR HYXKIA [CHXOJIOTHYECKas HOMOLlb, COODIHTh B3pOC-
ABIM 0 paKTe arpeccHBHOIO NOBEJCHUS B CCTH.



Mobuneuelii Tenedon

CospemenHble cMapTGOHbLl M IIAHIIETH COACPIKAT B ce0e BII0JIHE B3POCIIbIH
(QYHKUMOHA, ¥ TErieph OHKM MOI'YT KOHKYPMPOBATH CO CTAIMOHAPHBLIMU KOMITHIO-
Tepamu. OAHAKO, CPEACTB 3aMTBl A1 110100HBIX YCTPORCTB MOKA 04eHb Maio.
TecTupoBanne ¥ MOUCK YS3BUMOCTEN B HUX [IPOMCXOIMUT HE TaK MHTEHCHBHO, KaK
wist K, 1o xe camoe Kacaercs 1 MOOHIIBHBIX TIPHIIOXKCHUH,

Cospementble MODHIbHbBIC Opay3epbl yKe IPAaKTHYECKH HOrHAIN HACTOJb-
HBIE AHAJIOrY, OJHAKO paciliMpeHue (QyHKIMOHANa BiedeT 3a coboi Golblyio
CHOKHOCTEL M MCHLIUITYH) 3alIHIIEHHOCTD.

Halleko He Bce NPOM3BOAMTEIN BbIIYCKAIOT OOHOBICHUS, 3aKpbIBAIOUIME
KPHTHHYRCKHE YI3BUMOCTH JI1sl CBOMX YCTPOHCTB.

OcnroBHble coBeTsl s 6e3011aCHOCTH MOOUIILHOIO TeiedoHa:

Huuero ne sBisiercs no-gacrosimiemy GecrisraribiM. Byib octropoxen, seib
koraa tebe npenaraior 0CCraTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITh Kakue-
TO IUIaTHbIE YCIIYTH;

Hymaii, npexue vuem ornpaBurs SMS, oro uiwm suaeo. Tol TOYHO 3HACLID,
rje ony OyJ1yT B KOHEUHOM nrore?

' Heobxouumo 0OHOBASTL ONEPALKOHHYIO CHCTEMY TBOCro cMapThoHa;

Mcenonb3yit anTHBApYCHbIE NPOIPaMMbl Ui MOOMIbHBIX TejIeQOHOB;

He 3arpyxa#l npuiioxenust oT HEH3BECTHOIO UCTOYHHMKA, BElb OHH MOTYT
COAEPXKaTh BPELOHOCHOE [IPoIpaMMHoe obeclieveHue;

Hocne rtoro xak Tel BeIfLEWL ¢ caidTa, e BBOJAMI JIMMHYIO MHDOPMALIHIO,
3aiu B HacTpodiku Opaysepa u ynanu cookies; A

Ilepronnuecku npopepsiit, Kakve ruiarnple YCJIyrd akrTHBUPOBaHb! Ha TBOEM
HOMEPE;

Hapah cBoil nomep MoOWIbHOIO TenaedoHa TOILKO JHOAAM, KOTOPBIX Thbi
3HaeLlb X KOMY J0BEpsiellb;

Bluetooth nosoken ObITh BLIKIIOHEH, KOIUA Thl UM He nonb3yeuincs. He 3a-
OblBal MHOI/1a MPOBEPSTH ITO.

Online urpsl

CoBpeMeHHBIe OIUIaHH-UIPBl - 3TO Kpaco4Hble, 3aXBaTblBalOLIME pa3piieye-
Hitst, O0BLENHHMIOIME COTHHM TBLICHY YesNoBeK o Beemy mupy. Mrpoxn uccneunyror
JAAHHBI UM MHUp, O001AIOTCS JIPYT C APYTOM, BBIIOJHAIOT 38aHus, CPAKAIOTCs ¢
MOHCTPaMK M MONYYalOT ONBIT. 3@ YIOBOJBLCTBHE OHM [LIATST: [OKYNAIOT JMUCK,
ona4yuBaloT abOHEMEHT WK IIPUOOPETAIOT KaKHe-TO OITLIHH.

Bee atm cpencrsa uayT Ha NOJAEpXKaHUe U Pa3BUTHC UIPDI, & TAKXKE Ha caMy
BezonacHoCTh: COBCPUICHCTBYIOTCH CHCTEMbB] aBTOPM3aliMK, BBITYCKAaIOTCs HOBbLIC
naT4u (UMQPOBBIC 3AILIATKH JUISH [IPOIPAMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nmojobHbIX HIpax CrouT O[NacarhCsi HE CTOJBKO CBOMX COTICPHHKOB,
CKOJILKO KpaXH TBOEI'O Mapoiisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3ALUHU
OONBUIMHCTBA HID.

OcHoBHBIC COBETHI 10 GC30MIACHOCTH TBOEI'O UIPOBOIO AKKAYHTA:

1. Ecnn npyroii urpox sejet ceds IJ10X0 Wik co3jiaeT Tede HelIPUATHOCTH,
3a0JI0KHPYH €ro B CITHCKE HIPOKOB;



2. Tloxanylcs aAMUHHCTPATOpPaM UIPhl Ha IJIOX0€ II0BEJEHHE ITOr0 Urpo-
K&, YKeNaTesIbHO MPHJIOKHTL KAKHC-TO J0Ka3aTelbCTBA B BUE CKPUHOB;

3. He yxaspina# nuuanyto nudopmannio s npodaiiie urpsi

4. Yaxal JIpyIrux yHacTHUKOB 110 UIpe;

5. He ycranapiuBai HeoQUUHATBLHBIE TATYH K MOJLDL;

6. Mcnonp3yt crioxHble W pasHble iapoiin;

7. Jlaxxe BO BpeMsl MI'pbl HE CTOMT OTKJIIOuUaTh aHTuBHpyc. [loka Tl Wrpa-
€lIb, TBOH KOMIIBIOTEP MOTYT 3apa3UTh.

DUILMHET WIM Kpayka JTHYHbIX JIaHHbIX

OObMiol Kpaked NCHEr U A0KYMEHTOB CErOHS YIKC HHKOIO HE Y/IUBHILD,
HO C PasBUTHEM HHTCPHET-TEXHOJIOIMHA 3J0YMBILLICHHHKH [IEPEMECTHIINCL B HH-
TCPHET, ¥ NPOJOJIKAIOT 3aHUMATLCS "MIOOUMBIM" J1C/IOM.

Tak nossuiace HOBask yrposa: WHTCPHET-MOUICHHUYECTBA WM (UILKHT,
riaBHas LeNb KOTOPOIro COCTOUT B [OJIYYEHMH KOHQHACHUMANIBHBIX JAHHBIX T10J1b-
30BaTeNiel - JIoruHoB # napoJdied. Ha anrnuiickom s3bike phishing wuraercs kak
Guunr (o1 fishing - puibuas nosis, password - mapoJis).

Ocnosible coBeTbI 110 Gopbde ¢ punInHrom:

I. Citein 3a CBOMM aKKayHTOM. Eciy Thl I10403peBaciib, YTO TBOS aHKETa
Obula B3j10MaNa, TO HE0OX0AHMO 3ad/I0KMPOBaTh ¢ U COOOLMTL aIMHHUCTPATO-
paM pecypca 00 3TOM KaK MOXKHO CKOpEE;

2. Mcnonb3yit OesonacHbie BeO-cailfTbl, B TOM 4MCJIe, HHTEPHET-MArasMHOB U
MTOUCKOBBLIX CHCTEM;

3. Mcnonu3y#t cioxupie W pasupie napond. Takum obpasoM, eciu 1ebs
B3/IOMAIOT, TO 3JIOYMBILUICHHHKH 110JIy4aT JOCTYIT TOJILKO X OJIHOMY TBOEMY IIpO-
U0 B CETH, & HE KO BCEM;

4. Ecau 1ebst B3j1oMann, T0 HEOOXO/MMO [IPEJLYIPE/UTL BCEX CBOMX 3HAKO-
MBIX, KOTOpble 100aBiieHbl y Tedst B JIpy3bsiX, O TOM, YTO TEOS B3JIOMAIM H, BO3-
MOMCHO, OT TBOEro MMEHH OyJieT pacChbUIaThCsl CIlaM M CCLUIKHM Ha (HILIHHIOBLIE
CanThi;

5. Ycranosu HajiexHsli nnaposs (PIN) na MoOuiibHBIH Tenedon;

6. Otiimoyn coxpateHue 1apoJisi B Opaysepe;

7. He orxpoisail dains v gpyrue BJIOXKCHMS B MHCbLMAX, Jaxce €ClIH OHM
NPHULIKH OT TBOMX Apy3et. Jlywwre yTodH# y HUX, OTIpaBsisuin Jim ouu tede orn
(ainol. :

Lludposas penyraius

Llindposas penyrauus - 3T0 HerarHBHas WM NO3WTHBHAaS uHpOpManus B
cetr 0 Tede. Komnpomerupyrowas nuQopMalins, pasMellieHtas B HHTEPHeTe, MO-
KCT Cepbe3HbIM 00pazoM OTpa3UThLCs Ha TBOCH peaiibHol xwu3nu. "Llndposas pe-
nytauus” - 970 TBOH UMMUK, KOTOpbI (hopmupyercs u3 uundopmanun o tebe B
MHTEpHETE.

TBoe MecTo )uTesbeTBa, yueonl, TBOC (PMHAHCOBOE I10JIOKEHHE, 0CODEHHO-
CTH XapakTepa U pacckasbl 0 OIU3KMX - BCe 9TO HAKATUIMBACTCS B CETHU.

MHOrre NOAPOCTKH JIErKOMBICICHHO OTHOCHTCS K ITyOiuKaluy JIMYHOH HH-
dopmauny B Murepuere, He noHMmas BO3MOXHbBIX TOCJICUACTBHA. Thl Aaxe HE



CMOENIb A0rafiaThcs 0 ToM, 4TO ororpadusi, pasMelleHHas 5 JIeT Hazal, craa
MPUYMHOKN OTKa3a upunsTL TeOs Ha paboty.

Kommenrapun, pasmemienue tsoux dororpadui u apyrue achcrBus Moryr
HE MCYE3HYTh JQXKE II0CJIe TOrO, Kak Thl MX ydauuillb. Thl He 3Haeulb, KTO CoXpa-
HHJT OTY HH(QOPMALHIO, [1011AJ1a JId OHA B NOMCKOBLIC CHCTEMBI U COXPAHMNACH JIU
OH&, a IIABHOE! YTO IOAYMAIOT 0 TedC '0KpYKaloIue JIOUHU, KOTOpble HAUAYT U
yBuaaT 9710, Halttn MHpOpMaLKIO MHOTO JIeT CIyCTst cMOxeT Jitoboil - Kak U3 106-
pLIX N0DYXAEHUH, TAK M ¢ HAMEpPeHWEeM [IPUYHMHUTL Bpe/l. DTO MOXKeT ObIThL KTO
VOO,

OcHOBHBIE COBETDI 110 3auidTe UHGPOBOH penyraumu:

I. Toaymali, npexiie yeM 4ro-To ny0HKoBaTh U nepesanars y cebs B Gnore
WJIYM B COLMAILHOMN CeTH;

2. B nactpoiikax npoduns yCTaHOBH OIpaHHu€HMsl Ha [POCMOTP TBOETO
po Ui U ero COAEPKHUMOro, caelail ero Tosbko "just npysei”;

3. He pa3smeinail ¥ He ykasbiail HHQOpMaIUIO, KOTOpasi MOXeT Koro-nmubo
OCKOPOISITL Mar OOUKATD.

ABTOPCKOE HPaso

CoBpeMeHible KOJILHUKY - aKTUBHLIC HO/Ib30BATCAM UH(POBOro iipo-
crpancTBa. OQHAKO 1ajeKo HE BCE 3HAIOT, HTO IT0JIL30BAHME MHOTHMH BO3MOXHO-
cTAMH MGpoBoro mupa Tpedyer colUIo/IeHHs NIPAB Ha UHTCIUIEKTYalbHYIO COO-
CTBEHHOCTD.

Tepmun "unresekryanbHas COOCTBEHHOCTL" OTHOCUTCS K Pa3IM4HbIM TBO-
PEHHAM HEIOBCUCCKOI'O yMa, HAuMHas ¢ HOBLIX u300pereHUid n 3Hakos, 0bo3Ha-
HAIOU X COOCTBCHHOCTL HA MPOJYKThl M YCIYI'M, ¥ 3aKaHuuBas KHHIamu, GoTo-
rpa@uaMi, KHHOQHILMAMHK M MY3bIKaJIbHBIMH I1POU3BE/ICHUAMH.

ABTOPCKHE npasa - 5TO NpaBa HAa MHTEIUIEKTYalbHYIO COOCTBEHHOCTbL Ha
NPOU3BEACHUS HAYKH, JIUTEPaTypbl U HCKycCTBA. ABTOPCKHE [1paBa BBICTYIIAIOT B
Ka4yecTBe rapaHTHHY TOTO, YTO MHTEJUICKTYaJILHBLIA/TBOPpUECKHUH TPy asropa He Oy-
JIeT HAIIPACHBIM, JacT €My CIIPaBe/IMBbIC BO3MOKHOCTH 3apaboTaTh Ha pe3ylibTa-
Tax CBOEro TPy/Ad, NOJIYUYMTh U3BECTHOCTL U rpuiHanuve. Huxro Oe3 pazpeureHus
aBTOpa HE MOYKET BOCHPOMU3IBOAUTL €0 NPOU3BEAEHHE, PACIIPOCTPAHATD, IIyOnuY-
HO ACMOHCTPHPOBATL, rpojasarnh, MMITOPDTNPOBATL, HHyCcKalb B 1HPpOKaAT, I'l)’6jll’l"il"l()
UCIIOJINATE, [T0KA3LIBATL/HCHOIHATE B d(Hpe win pasMeuiatsh B Murepuere.

HMcronp3osanue "iMparckoro” rnporpaMMHoro obecricHeHHst MOXKeT [puse-
CTH K MHOI'MM PHUCKaM: OT IIOTEpPH JaHHbIX K TBOMM aKKayHTaM {0 OJIOKMPOBKH
TBOEIO yCTPOMCTBA, Il€ YCTAHORBICHA Hejleraldbias nporpamma. He crout Ttarkxe
3a0bIBATL, 4TO CYUICCTBYROT JerallbHblec 1 OCCIUlATHLIE HPOI'PAMMBI, KOTOpbIE
MOIKHO HARTH B CCTH.

O noprane

CeTeBMUOK.p() - TBOI IVIaBHBIA COBCTYMK B CETH. 31eCh ThI MOXCLIL Y3HATD
0 0e30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM A3bIKOM, @ IIPY BO3HUKHOBEHHU
KPUTHUECKOH cHUTyallMH obparuThcs 3a coBeToM. A TaloKe [PUHATH YYacTHE B
KOHKYpCax M CTaTh caMbIM LIH(PPOBBIM I'parkIanuiom!



